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Android power-related side channel ey
m Android sensor interface as a proxy for power
measurements purely from software (((.)))
= Systematic analysis of 9 Android smartphones: 'Y
+ Recovering leakage properties: Integration interval,
rotation-dependent leakage o
m Local attack:
+ Malicious app leaking processed AES key bytes 0
m Remote web-based JavaScript attack:
+ JavaScript sensor-based pixel-stealing attack leaking \ (- %

cross-origin pixels up to 5s/pixel
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m  We demonstrated that the Android sensor interface
serves as a proxy for power measurements from (((,)))
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= We presented a systematic analysis of 9 Android
smartphones, discovering leakage properties o

m We demonstrated a local attack leaking processed 0
AES key bytes

= We demonstrated a remote web-based JavaScript \ [a— )

pixel-stealing attack
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