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= Denoising software-based power side channels:

< Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces

= Enables single-run power side-channel attacks against
VMs protected by AMD SEV technologies
= Systematic leakage analysis:

< Comparing architectural, speculative, and transient power
leakage across VM boundaries

m | eakage Characterization:

<+ Synthetic first-round AES-NI CPA attack benchmark across \, ///
AMD-V, SEV, SEV-ES, SEV-SNP. L’
= Real-world AES-NI key-byte recovery:
+ OpenSSL AES key-byte recovery from a single SEV-ES VM

invocation of AES-NI accelerated CBC
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V)
: =
<cbc_multi_block_decrypt> <
1| begin: =
2| mov (inl),%xmmi Er
3| mov (in2),%xmm2 i
4 mov (in3) Joam3 3
repm@ _mov (ind),%xmmd )
F—o- +2 | aes_round:
o <ld key> 5 | replay hook
A‘ ‘2 aesdec key,%xmml 2 € replay
Malicious S| aesdec ... < {1 (14 output hook
Hypervisor P oo
11 jnz aes_round:
12 0o 457
13| mov %xmm3, (out3) ©
14| mov %xmm4, (outéd) 2
15| jnz begin gu
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A

Malicious
Hypervisor

<cbc_multi_block_decrypt> Y
ol -
1| begin: =
2| mov (inl),%xmmi Er
3| mov (in2),%xmm2 T
4| mov (in3),%xmm3 g
5 mov (ind),%xmmd |  °
o |aes_round:
8| <1d key>
r'_é' aesdec key,%xmml 2
© | aesdec ... =
1 -
11 jnz aes_round:
12 oo 457
13| mov %xmm3, (out3) ©
@4 mov %xmmé, (out4)] 2
116 jnz begin i

VM

6 replay hook
(14 output hook
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We demonstrate key-byte leakage from a real-world OpenSSL
AES-NI-based implementation using PowerHooK.

Key Byte Rank
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Transient-replay power side channels against AMD SEV VMs
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Transient-replay power side channels against AMD SEV VMs
= Denoising software-based power side channels:

< Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces

= Enables single-run power side-channel attacks against
VMs protected by AMD SEV technologies
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VMs protected by AMD SEV technologies
= Systematic leakage analysis:

< Comparing architectural, speculative, and transient power
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Transient-replay power side channels against AMD SEV VMs
= Denoising software-based power side channels:

< Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces

Enables single-run power side-channel attacks against
VMs protected by AMD SEV technologies
= Systematic leakage analysis:

< Comparing architectural, speculative, and transient power
leakage across VM boundaries

» Leakage Characterization: \,
+ Synthetic first-round AES-NI CPA attack benchmark across
AMD-V, SEV, SEV-ES, SEV-SNP.
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Transient-replay power side channels against AMD SEV VMs
= Denoising software-based power side channels:

< Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces

= Enables single-run power side-channel attacks against

VMs protected by AMD SEV technologies
= Systematic leakage analysis:

< Comparing architectural, speculative, and transient power
leakage across VM boundaries

m | eakage Characterization:

<+ Synthetic first-round AES-NI CPA attack benchmark across \, ///
AMD-V, SEV, SEV-ES, SEV-SNP. L’
= Real-world AES-NI key-byte recovery:
+ OpenSSL AES key-byte recovery from a single SEV-ES VM

invocation of AES-NI accelerated CBC
Mathias Oberhuber
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