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Transient-replay power side channels against AMD SEV VMs

Denoising software-based power side channels:

Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces
Enables single-run power side-channel attacks against
VMs protected by AMD SEV technologies

Systematic leakage analysis:

Comparing architectural, speculative, and transient power
leakage across VM boundaries

Leakage Characterization:

Synthetic first-round AES-NI CPA attack benchmark across
AMD-V, SEV, SEV-ES, SEV-SNP.

Real-world AES-NI key-byte recovery:

OpenSSL AES key-byte recovery from a single SEV-ES VM
invocation of AES-NI accelerated CBC
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Confidential VM
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Hypervisor
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Real-World Attack Case Study:
AES-CBC Multi-Block Decryption
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Transient-replay power side channels against AMD SEV VMs

Denoising software-based power side channels:

Malicious hypervisor uses a transient-replay gadget to
amplify and denoise transient power traces
Enables single-run power side-channel attacks against
VMs protected by AMD SEV technologies

Systematic leakage analysis:

Comparing architectural, speculative, and transient power
leakage across VM boundaries

Leakage Characterization:

Synthetic first-round AES-NI CPA attack benchmark across
AMD-V, SEV, SEV-ES, SEV-SNP.

Real-world AES-NI key-byte recovery:

OpenSSL AES key-byte recovery from a single SEV-ES VM
invocation of AES-NI accelerated CBC
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